Appendices
A.1. Correlation Tables
Table A1: Correlation Table of the Analysis Sample for Prevalence

	
	(1)
	(2)
	(3)
	(4)
	(5)
	(6)

	(1)
	1
	0.84
	0.79
	0.7
	0.63
	0.6

	(2)
	0.84
	1
	0.94
	0.74
	0.75
	0.71

	(3)
	0.79
	0.94
	1
	0.74
	0.76
	0.75

	(4)
	0.7
	0.74
	0.74
	1
	0.98
	0.95

	(5)
	0.63
	0.75
	0.76
	0.98
	1
	0.97

	(6)
	0.6
	0.71
	0.75
	0.95
	0.97
	1
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	(1)
	(2)
	(3)
	(4)
	(5)
	(6)
	(7)
	(8)
	(9)
	(10)
	(11)
	(12)
	(13)
	(14)
	(15)
	(16)
	(17)
	(18)
	(19)
	(20)
	(21)
	(22)
	(23)

	(1)
	1
	0.75
	-0.07
	0.02
	0.01
	0.01
	0.02
	0.02
	-0.04
	-0.01
	-0.05
	0.05
	0.02
	0.01
	-0.01
	0.01
	-0.04
	-0.02
	-0.09
	-0.04
	0.01
	0.01
	0.02

	(2)
	0.75
	1
	-0.07
	0.02
	0.01
	0.01
	0.01
	0.01
	-0.03
	-0.01
	-0.05
	0.04
	0.01
	0.01
	-0.01
	0.01
	-0.02
	-0.02
	-0.06
	-0.04
	0.02
	0.02
	0.02

	(3)
	-0.07
	-0.07
	1
	0.01
	0
	0
	0.02
	0.04
	0.01
	0.01
	0.01
	0
	0
	0.01
	0
	0
	-0.02
	0
	-0.04
	-0.01
	0
	0.01
	0

	(4)
	0.02
	0.02
	0.01
	1
	0.15
	0.11
	0.21
	0.32
	-0.06
	-0.03
	0
	0.21
	0.04
	0
	0.02
	0.03
	0
	0
	-0.01
	0
	0.11
	0.12
	0.07

	(5)
	0.01
	0.01
	0
	0.15
	1
	0.99
	0.05
	0.09
	-0.04
	0
	0
	0.08
	0.02
	0.01
	-0.01
	0
	0
	0
	0
	0
	0.17
	0.4
	0.1

	(6)
	0.01
	0.01
	0
	0.11
	0.99
	1
	0.03
	0.07
	-0.03
	0
	0
	0.07
	0.01
	0.02
	-0.01
	0
	0
	0
	0
	0
	0.13
	0.34
	0.09

	(7)
	0.02
	0.01
	0.02
	0.21
	0.05
	0.03
	1
	0.85
	-0.04
	-0.03
	0.03
	0.34
	0.43
	-0.07
	0.03
	0
	0.03
	0.01
	0.02
	0
	0.09
	0.07
	0.05

	(8)
	0.02
	0.01
	0.04
	0.32
	0.09
	0.07
	0.85
	1
	-0.04
	-0.04
	0.01
	0.38
	0.28
	-0.07
	0.03
	0.02
	0.01
	0
	-0.01
	-0.01
	0.13
	0.11
	0.06

	(9)
	-0.04
	-0.03
	0.01
	-0.06
	-0.04
	-0.03
	-0.04
	-0.04
	1
	
	-0.02
	-0.09
	-0.02
	-0.02
	0.03
	-0.01
	0
	0
	0.01
	0
	-0.01
	-0.03
	-0.03

	(10)
	-0.01
	-0.01
	0.01
	-0.03
	0
	0
	-0.03
	-0.04
	
	1
	0.01
	-0.05
	-0.01
	-0.02
	-0.03
	0
	0.01
	0
	-0.01
	0
	-0.01
	0
	-0.01

	(11)
	-0.05
	-0.05
	0.01
	0
	0
	0
	0.03
	0.01
	-0.02
	0.01
	1
	0.04
	0.01
	0
	0
	-0.01
	0.11
	0.02
	0.13
	0.04
	0
	0.01
	0.03

	(12)
	0.05
	0.04
	0
	0.21
	0.08
	0.07
	0.34
	0.38
	-0.09
	-0.05
	0.04
	1
	0.19
	0.01
	-0.06
	0.01
	0.02
	0.01
	-0.01
	0
	0.09
	0.11
	0.15

	(13)
	0.02
	0.01
	0
	0.04
	0.02
	0.01
	0.43
	0.28
	-0.02
	-0.01
	0.01
	0.19
	1
	0.01
	0.02
	-0.02
	-0.01
	0
	-0.01
	0
	0.02
	0.02
	0.02

	(14)
	0.01
	0.01
	0.01
	0
	0.01
	0.02
	-0.07
	-0.07
	-0.02
	-0.02
	0
	0.01
	0.01
	1
	-0.06
	-0.02
	0
	0
	-0.06
	-0.01
	0
	0.03
	0.05

	(15)
	-0.01
	-0.01
	0
	0.02
	-0.01
	-0.01
	0.03
	0.03
	0.03
	-0.03
	0
	-0.06
	0.02
	-0.06
	1
	-0.04
	0
	0
	0.14
	-0.03
	0
	-0.01
	-0.04

	(16)
	0.01
	0.01
	0
	0.03
	0
	0
	0
	0.02
	-0.01
	0
	-0.01
	0.01
	-0.02
	-0.02
	-0.04
	1
	-0.01
	0
	-0.07
	-0.01
	0
	-0.01
	-0.02

	(17)
	-0.04
	-0.02
	-0.02
	0
	0
	0
	0.03
	0.01
	0
	0.01
	0.11
	0.02
	-0.01
	0
	0
	-0.01
	1
	0.2
	0.31
	0.08
	0
	0
	0.02

	(18)
	-0.02
	-0.02
	0
	0
	0
	0
	0.01
	0
	0
	0
	0.02
	0.01
	0
	0
	0
	0
	0.2
	1
	0.06
	0.27
	0
	0
	0

	(19)
	-0.09
	-0.06
	-0.04
	-0.01
	0
	0
	0.02
	-0.01
	0.01
	-0.01
	0.13
	-0.01
	-0.01
	-0.06
	0.14
	-0.07
	0.31
	0.06
	1
	0.17
	0
	0
	0.01

	(20)
	-0.04
	-0.04
	-0.01
	0
	0
	0
	0
	-0.01
	0
	0
	0.04
	0
	0
	-0.01
	-0.03
	-0.01
	0.08
	0.27
	0.17
	1
	0
	0
	0.01

	(21)
	0.01
	0.02
	0
	0.11
	0.17
	0.13
	0.09
	0.13
	-0.01
	-0.01
	0
	0.09
	0.02
	0
	0
	0
	0
	0
	0
	0
	1
	0.54
	0.12

	(22)
	0.01
	0.02
	0.01
	0.12
	0.4
	0.34
	0.07
	0.11
	-0.03
	0
	0.01
	0.11
	0.02
	0.03
	-0.01
	-0.01
	0
	0
	0
	0
	0.54
	1
	0.2

	(23)
	0.02
	0.02
	0
	0.07
	0.1
	0.09
	0.05
	0.06
	-0.03
	-0.01
	0.03
	0.15
	0.02
	0.05
	-0.04
	-0.02
	0.02
	0
	0.01
	0.01
	0.12
	0.2
	1


Table A2: Correlation Table of the Analysis Sample for Determinants of Vulnerabilities
Notes: We dropped public firm characteristics from Compustat to reduce table size.

Table A3: Correlation Table of the Analysis Sample for Responsiveness

	
	(1)
	(2)
	(3)
	(4)
	(5)
	(6)
	(7)
	(8)
	(9)
	(10)

	(1)
	1
	-0.02
	-0.23
	-0.05
	0.18
	-0.28
	0.16
	-0.01
	0.05
	0.51

	(2)
	-0.02
	1
	-0.24
	0.04
	-0.27
	0.23
	0.08
	0.18
	-0.09
	-0.02

	(3)
	-0.23
	-0.24
	1
	0.32
	0.02
	0.15
	-0.36
	-0.22
	0.2
	-0.04

	(4)
	-0.05
	0.04
	0.32
	1
	-0.11
	0.32
	-0.14
	0.28
	0.02
	0.04

	(5)
	0.18
	-0.27
	0.02
	-0.11
	1
	-0.54
	0.04
	-0.15
	0.01
	0.29

	(6)
	-0.28
	0.23
	0.15
	0.32
	-0.54
	1
	-0.16
	0.27
	-0.13
	-0.06

	(7)
	0.16
	0.08
	-0.36
	-0.14
	0.04
	-0.16
	1
	-0.39
	0.04
	0.07

	(8)
	-0.01
	0.18
	-0.22
	0.28
	-0.15
	0.27
	-0.39
	1
	-0.3
	0

	(9)
	0.05
	-0.09
	0.2
	0.02
	0.01
	-0.13
	0.04
	-0.3
	1
	-0.04

	(10)
	0.51
	-0.02
	-0.04
	0.04
	0.29
	-0.06
	0.07
	0
	-0.04
	1


Notes: To reduce the table size, we have kept only the outcome variable, the event variable, and the characteristics of the updates.
A.4. Determinants of Vulnerabilities Analysis for Public Firms
Table A4: Regression Results for the Determinants of Vulnerabilities Across Public Firms

	 
	(1)
	(2)
	
	(3)
	(4)

	Outcome
	
	
	

	Model 
	LPM
	LPM
	
	Poisson
	Poisson

	 
	 
	 
	
	 
	 

	
	-0.068***
	-0.038***
	
	-0.229***
	-0.102***

	
	(0.016)
	(0.009)
	
	(0.054)
	(0.025)

	
	0.009
	
	
	0.020
	

	
	(0.007)
	
	
	(0.019)
	

	
	-0.001
	
	
	0.001
	

	
	(0.006)
	
	
	(0.021)
	

	
	0.005
	
	
	0.019**
	

	
	(0.004)
	
	
	(0.008)
	

	
	-0.044
	
	
	-0.165***
	

	
	(0.031)
	
	
	(0.060)
	

	
	-0.179***
	-0.165***
	
	-0.429***
	-0.525***

	
	(0.037)
	(0.037)
	
	(0.085)
	(0.094)

	 & 
	0.057
	
	
	0.235
	

	

	(0.035)
	
	
	(0.178)
	

	 & 
	0.000
	
	
	0.008
	

	

	(0.017)
	
	
	(0.064)
	

	
	0.031
	
	
	0.001
	

	
	(0.019)
	
	
	(0.052)
	

	
	0.060*
	
	
	0.098
	

	
	(0.030)
	
	
	(0.098)
	

	
	-0.008
	
	
	-0.075
	

	
	(0.023)
	
	
	(0.058)
	

	
	-0.004
	
	
	0.081
	

	
	(0.058)
	
	
	(0.131)
	

	
	0.001
	-0.003
	
	-0.001
	-0.004

	
	(0.004)
	(0.002)
	
	(0.011)
	(0.005)

	
	-0.000
	0.001
	
	0.005
	0.009*

	
	(0.003)
	(0.002)
	
	(0.006)
	(0.005)

	
	0.005
	
	
	0.036*
	

	
	(0.008)
	
	
	(0.021)
	

	
	-0.000
	
	
	-0.001
	

	
	(0.000)
	
	
	(0.001)
	

	
	-0.004
	-0.010
	
	0.029
	0.032*

	
	(0.009)
	(0.014)
	
	(0.021)
	(0.019)

	
	0.012
	-0.003
	
	0.032
	0.008

	
	(0.010)
	(0.015)
	
	(0.033)
	(0.035)

	
	0.010
	0.001
	
	0.049**
	0.016

	
	(0.007)
	(0.013)
	
	(0.020)
	(0.033)

	
	-0.006
	-0.010
	
	-0.049***
	0.011

	
	(0.009)
	(0.012)
	
	(0.017)
	(0.030)

	
	0.000
	0.000
	
	-0.000
	0.000

	
	(0.000)
	(0.000)
	
	(0.000)
	(0.000)

	
	0.017
	-0.000
	
	0.097
	0.001

	
	(0.025)
	(0.007)
	
	(0.067)
	(0.035)

	
	
	
	
	
	

	Constant
	0.541***
	0.661***
	
	0.811***
	1.072***

	
	(0.057)
	(0.065)
	
	(0.134)
	(0.181)

	
	
	
	
	
	

	Month Fixed Effects
	Y
	Y
	
	Y
	Y

	Organization Fixed Effects

	
	Y
	
	
	Y

	Observations
	56,077
	101,555
	
	55,837
	96,266

	R-squared
	0.339
	0.593
	
	
	


Notes: Standard errors are clustered at the state, industry, and month level for Columns (1) and (3), and are clustered at the organization and month level for Columns (2) and (4). The rest of the notes of Table 4 apply.


A.5. Results for 2013—2018
Table A5: Regression Results for the Determinants of Vulnerabilities Across Organizations, 2013—2018 

	 
	(1)
	(2)
	(3)
	
	(4)
	(5)
	(6)

	Outcome
	
	
	

	Model 
	LPM
	LPM
	LPM
	
	Poisson
	Poisson
	Poisson

	 
	
	
	
	
	
	
	

	
	-0.067***
	-0.055***
	-0.035***
	
	-0.204***
	-0.133**
	-0.108***

	
	(0.012)
	(0.017)
	(0.004)
	
	(0.047)
	(0.055)
	(0.017)

	
	0.020***
	0.019***
	
	
	0.035***
	0.037***
	

	
	(0.004)
	(0.004)
	
	
	(0.010)
	(0.008)
	

	
	0.019
	0.002
	
	
	0.016
	-0.007
	

	
	(0.013)
	(0.009)
	
	
	(0.029)
	(0.029)
	

	
	
	-0.006**
	
	
	
	-0.015**
	

	
	
	(0.002)
	
	
	
	(0.006)
	

	
	
	0.028
	
	
	
	0.016
	

	
	
	(0.020)
	
	
	
	(0.057)
	

	
	-0.137***
	-0.226***
	-0.181***
	
	-0.483***
	-0.591***
	-0.597***

	
	(0.013)
	(0.018)
	(0.015)
	
	(0.063)
	(0.061)
	(0.061)

	 & 
	
	-0.049
	
	
	
	-0.174**
	

	

	
	(0.031)
	
	
	
	(0.081)
	

	 & 
	
	-0.001
	
	
	
	0.025
	

	

	
	(0.011)
	
	
	
	(0.021)
	

	
	0.125***
	0.070***
	
	
	0.172***
	0.135***
	

	
	(0.009)
	(0.009)
	
	
	(0.031)
	(0.035)
	

	
	
	0.036
	
	
	
	0.075*
	

	
	
	(0.021)
	
	
	
	(0.045)
	

	
	0.052***
	0.020
	
	
	0.032**
	0.019
	

	
	(0.008)
	(0.015)
	
	
	(0.015)
	(0.034)
	

	
	-0.033**
	0.017
	
	
	-0.046
	-0.047
	

	
	(0.013)
	(0.015)
	
	
	(0.030)
	(0.052)
	

	
	-0.001
	-0.002
	
	
	0.115***
	0.134*
	

	
	(0.014)
	(0.020)
	
	
	(0.039)
	(0.069)
	

	
	0.000
	0.004***
	0.000
	
	0.005**
	0.010***
	0.002*

	
	(0.001)
	(0.001)
	(0.000)
	
	(0.002)
	(0.003)
	(0.001)

	
	-0.002
	-0.001
	-0.000
	
	-0.005*
	-0.003
	-0.001

	
	(0.001)
	(0.001)
	(0.000)
	
	(0.003)
	(0.004)
	(0.001)

	
	0.035***
	0.022***
	
	
	0.067***
	0.069***
	

	
	(0.005)
	(0.008)
	
	
	(0.017)
	(0.023)
	

	
	-0.002**
	-0.001
	
	
	-0.004*
	-0.004
	

	
	(0.001)
	(0.001)
	
	
	(0.002)
	(0.003)
	

	
	-0.006
	-0.015
	
	
	-0.038
	-0.046
	

	
	(0.013)
	(0.019)
	
	
	(0.025)
	(0.048)
	

	
	
	
	
	
	
	
	

	Constant
	0.364***
	0.429***
	0.460***
	
	0.407***
	0.528***
	1.189***

	
	(0.012)
	(0.040)
	(0.001)
	
	(0.029)
	(0.076)
	(0.005)

	
	
	
	
	
	
	
	

	Month Fixed Effects
	Y
	Y
	Y
	
	Y
	Y
	Y

	Organization Fixed Effects
	
	
	Y
	
	
	
	Y

	
	
	
	
	
	
	
	

	Observations
	983,461
	203,694
	1,263,331
	
	983,461
	203,694
	993,032

	R-squared
	0.194
	0.170
	0.789
	
	
	
	


                    
                    Notes of Table 4 apply.
Table A6: Cox Proportional Hazards Regression Results for Responsiveness, 2013—2018  

	
	(1)
	(2)
	(3)
	(4)
	(5)

	
Model
	Cox
	Cox
	Cox
	Stratified Cox
	Stratified Cox

	
	
	
	
	
	

	
	1.173***
	1.286***
	2.217***
	1.751
	1.530

	
	(0.083)
	(0.093)
	(0.215)
	(1.125)
	(1.187)

	
	0.412***
	0.524***
	0.349*
	0.116
	0.215

	
	(0.110)
	(0.143)
	(0.188)
	(0.238)
	(0.301)

	
	-0.182***
	-0.164***
	-0.113*
	-0.209
	-0.236

	
	(0.022)
	(0.023)
	(0.060)
	(0.170)
	(0.175)

	
	0.013
	-0.157
	-0.329*
	3.928***
	3.515***

	
	(0.109)
	(0.131)
	(0.197)
	(0.716)
	(0.852)

	
	0.681
	0.308
	3.511***
	4.643
	3.134

	
	(0.621)
	(0.806)
	(1.055)
	(3.281)
	(3.800)

	
	-0.022***
	-0.023***
	-0.027***
	-0.050**
	-0.055**

	
	(0.002)
	(0.002)
	(0.004)
	(0.024)
	(0.027)

	
	1.173***
	1.286***
	2.217***
	1.751
	1.530

	
	(0.083)
	(0.093)
	(0.215)
	(1.125)
	(1.187)

	

	0.412***
	0.524***
	0.349*
	0.116
	0.215

	
	(0.110)
	(0.143)
	(0.188)
	(0.238)
	(0.301)

	
	
	0.147
	-0.380
	
	-13.997***

	
	
	(0.357)
	(0.606)
	
	(1.252)

	
	
	-0.040
	-0.006
	
	

	
	
	(0.025)
	(0.054)
	
	

	
	
	0.101
	-0.033
	
	

	
	
	(0.089)
	(0.124)
	
	

	
	
	
	0.024
	
	

	
	
	
	(0.032)
	
	

	
	
	
	0.093
	
	

	
	
	
	(0.278)
	
	

	
	
	0.551***
	0.452**
	
	0.772

	
	
	(0.087)
	(0.178)
	
	(1.760)

	 & 
	
	-0.104
	-0.542
	
	

	
	
	(0.144)
	(0.348)
	
	

	 & 
	
	0.080
	0.082
	
	

	

	
	(0.069)
	(0.148)
	
	

	
	
	-0.109
	-0.305**
	
	

	
	
	(0.120)
	(0.139)
	
	

	
	
	
	0.043
	
	

	
	
	
	(0.217)
	
	

	
	
	0.051
	0.252
	
	

	
	
	(0.146)
	(0.258)
	
	

	
	
	0.103
	-0.340
	
	

	
	
	(0.100)
	(0.342)
	
	

	
	
	-0.057
	-0.660*
	
	

	
	
	(0.210)
	(0.391)
	
	

	
	
	-0.021
	0.028
	
	-0.191

	
	
	(0.017)
	(0.038)
	
	(0.143)

	
	
	-0.011
	-0.020
	
	-0.068

	
	
	(0.008)
	(0.015)
	
	(0.074)

	
	
	-0.019
	-0.092
	
	

	
	
	(0.074)
	(0.104)
	
	

	
	
	0.015
	0.021
	
	

	
	
	(0.015)
	(0.013)
	
	

	
	
	-0.045
	0.010
	
	-17.180***

	
	
	(0.188)
	(0.248)
	
	(1.651)

	
	
	
	
	
	

	Observations
	9941
	8041
	1673
	9941
	9941



Notes of Table 6 apply.
A.7. Backporting
Backporting, a practice of taking security fixes from a more recent version of software and applying them to older versions, creates a measurement problem for our analysis of vulnerability prevalence. Backporting is often done to ensure that systems which for various reasons cannot upgrade to the latest version of software can still benefit from the latest security patches. The challenge for our analysis arises from the fact that backported versions of Apache, despite including fixes, often retain their original version number in server headers. This can lead to the misinterpretation that an organization is neglecting security fixes when, in reality, they are applying fixes through backports.[footnoteRef:1] Additionally, our dataset is unable to detect when a firm uses a backported version of Apache. Despite the measurement issue, we believe that this does not significantly undermine the validity of our results for several reasons. [1:  A similar concern about such false-positive mismeasurement has been discussed regarding “scanners,” which examine the code running on an operating system and provide the owner with alerts regarding the presence of potentially insecure software.] 


First, backports are not always available. The development of backported versions of Apache server software is not through the ASF but is at the discretion of the developers of a system’s operating system. To the best of our knowledge, the most popular operating system for hosting websites, Windows Server, which comprises 42% of market share for website hosting as of 2024,[footnoteRef:2] does not practice backporting of Apache server software. Among the other operating systems that are popular for hosting server software, backporting of Apache server software has not always been available and has been practiced in an uneven manner.[footnoteRef:3] For example, to the best of our knowledge, Ubuntu, the second most popular operating system for websites which comprises 32% of the website market share as of 2024,[footnoteRef:4] has consistently provided backports of Apache vulnerabilities starting from Ubuntu 6.06 (Dapper Drake), which was released in June 2006.[footnoteRef:5] Debian, the third most popular operating system comprising 9% of website market share as of 2024, only began officially backporting in 2010.[footnoteRef:6] We do not observe substantial changes in vulnerability prevalence or organizations’ responsiveness before or after 2006 or before or after 2010 when Ubuntu and Debian started backporting. [2:  https://www.wappalyzer.com/technologies/operating-systems/]  [3:  This could be due to the practice being viewed negatively by some in early years. For example, in 2004, the CTO of SUSE remarked that backporting was bad for the open-source ecosystem since it prevented standardization ( https://www.datamation.com/applications/linux-creator-calls-backporting-good-thing/).]  [4:  See https://www.wappalyzer.com/technologies/operating-systems/. In addition, OpenLogic has conducted a survey of enterprises and has also found that Ubuntu and Debian are the two most popular Linux distributions used. See https://www.openlogic.com/blog/top-enterprise-linux-distributions#:~:text=Amazon%
20Linux%2C%20Rocky%20Linux%2C%20and,than%20ever%20to%20choose%20from! ]  [5:  https://ubuntu.com/security/cves?q=&package=apache2&priority=&version=dapper&status=]  [6:  https://wiki.debian.org/Backports] 


Second, backports do not provide long-term security or stability. According to developers of Ubuntu, the most popular operating system for website hosting that offers backporting, “Unlike the packages released with Ubuntu, backports do not come with any security support guarantee. The Ubuntu Security Team does not update packages in backports…” and backports may interact negatively with other older software on the user's system in ways that the developers have not anticipated.[footnoteRef:7] In addition, operating system distributors only backport a subset of known vulnerabilities to previous software versions for a limited duration. For example, Ubuntu focuses on backporting only the fixes for the most severe vulnerabilities, and the support lasts between five to ten years for each Ubuntu version, depending on the support tier to which a user belongs. It is fair to say that users of older software, even when diligently applying backports, should expect a continued degradation of the software's security, stability, and performance, as well as that of the system. [7:  See https://help.ubuntu.com/community/UbuntuBackports. Similar warnings have been posted by Debian’s developers, “Backports cannot be tested as extensively as Debian stable, and backports are provided on an as-is basis, with risk of incompatibilities with other components in Debian stable. Use with care!” (https://backports.debian.org/).] 


Third, the availability of backports does not guarantee that users will apply them or do so promptly. Backported versions of Apache are not installed automatically or by default on the popular operating systems we have studied. For example, although Ubuntu and Debian provide backported versions of Apache that address severe vulnerabilities, these are not installed by default for their users. Users must either manually install the backports or modify their system settings to allow automatic installation of these backported versions. West and Moore (2022) studied user behavior regarding the application of Ubuntu backports of patches for OpenSSH, an open-source connectivity tool for remote login with the SSH protocol, which allows observation of the status of backport application through OpenSSH banners. They found that a significant fraction of machines did not apply all available security backports. Throughout their sample period from 2015 to 2019, during times when relatively few backports were issued, the population was able to catch up, with the unpatched share falling to around 20% at one point in early 2018. However, in instances when multiple backports were issued consecutively, the servers could not keep up with applying all the patches, and the unpatched share consistently remained above 60% in the entire 2016.

Lastly, the practice of backporting does not alter the fact that users are employing outdated server software, often reflecting the obsolescence of their entire technology stack, which can present a multitude of problems. For the popular Linux distributions we have reviewed, once developers release a new version of the operating system, it is generally fixed at that point and does not allow for newer versions of the included software packages.[footnoteRef:8] This means that updating to a newer Apache version is only possible when the entire operating system is updated. Hence, using an outdated Apache version, even if it is patched via backports, often implies the continued use of an outdated operating system and other legacy packages, further compounding the deterioration of the server software's security, stability, and performance, as well as that of the entire system. [8:  https://help.ubuntu.com/community/UbuntuBackports] 


Overall, while we believe backporting can alleviate some security concerns, it does not alter the core findings of our paper regarding firms’ security practices in using server software. The overall prevalence of vulnerabilities within the user base is not likely to be fully explained by backporting.[footnoteRef:9] Within the subset of users employing backporting, many continue to use older versions of Apache software for extended periods, which may harbor multiple vulnerabilities susceptible to attacks, and may also experience diminished security and stability over time. However, considering that our findings on the vulnerability prevalence among Apache users represent an upper bound of the actual attack surface, we have been careful in our discussion not to equate the vulnerability frequency in the base versions of Apache with the attack surface, due to the possibility that some vulnerabilities may have been addressed in the short run through backports. [9:  Tajalizadehkhoob et al. (2017) adopt the generous assumption that systems are always patched when users operate popular operating systems within the support period for backporting. Despite this assumption, they found that 144,637 (71%) out of the 203,455 domains, for which they had server software version information in March 2016, were unpatched. Although their study encompasses various types of server software and considers both severe and non-severe vulnerabilities within a short measurement period—differing from this paper—their findings corroborate that backporting does not fully account for the observed vulnerability prevalence.] 




